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Major Goals: The goal of this project was to build a SDN testbed that supported security and networking research
at UCR. Primarily it targeted efforts relating to validating solutions for moving target defense developed in several
ARL/ARO projects including the cyber-security CRA.

Accomplishments: The testbed was constructed and has been instrumental in aiding several research efforts as
outlined in the attached report.

Training Opportunities: The testbed was put together by graduate students Azeem Aqil, Ali Mohammad Khan
and Ahmed Atya. Ahmed has since graduated and the other two students are on their way to graduation.
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Final Report: Grant: W911NF1510508

Title: Building a Flexible Network
Infrastructure for Moving Target Defense

PIs: Srikanth Krishnamurthy and K.K.Ramakrishnan

Testbed: The grant supported the deployment of the SDN testbed at UCR is composed of 11 powerful
servers and 5 powerful, SDN enabled switches. The details of the equipment obtained from support from
the grant are as follows.

Servers:
e 4 Dell servers with 28 cores and 192GB of ram
e 3 Dell servers with 22 CPU cores, 256GB of RAM, and 10G Ethernet ports
* 3 Dell servers with 20 CPU cores, 256GB of RAM, 10G Ethernet ports and a Nvidia Tesla p100
GPU
¢ 1 Dell server with 14 CPU cores and 128GB of RAM

Switches:
e 248 port SDN enabled HP switches (HP Aruba 3800 Switch)
e 272 port SDN enabled arista switches. These particular switches have a linux based OS
installed. Which means they are a lot more configurable then simple SDN enabled switches (
Arista 7280 SE-72)
e 152 port SDN enables, linux based Arista switch (Arista 7150S-52)

Configuration:

We use the testbed in a variety of ways. The simplest is a dedicated SDN network wherein one of the
servers is configured as a SDN controller and the switches are configured to respond to OpenFlow
commands from the controller.

Research Endeavors: As described in the proposal, the testbed has been used to validate research
conducted by Pl Krishnamurthy in the ARL sponsored Cyber-security CRA, and NSF projects of PI
Ramakrishnan. The testbed will continue to be used for these endeavors — and we will build interfaces
that will allow other Pls on ARL and ARO projects to access it if requested.

Network Intrusion Detection at Scale: The SDN testbed played a big role in the testing and evaluation of
Jaal, our framework for ISP scale intrusion detection. Jaal is a distributed system that assigns
monitoring duties to certain nodes in the network. The key design principle that we follow is to "extract"
the required information from a packet stream at monitoring points spread through out the network.
Specifically, the monitors process packets and create lightweight in-network packet summaries that are
of drastically smaller volume, compared to raw packets. These summaries can be used to draw
inferences using rules similar to those used in smaller scale NIDS (e.g., Snort). They are sent by monitors
to a central inference engine which processes them and issues alerts when attacks are detected. Jaal is
similar to IDS systems like Snort or Bro in that it is signature based. However, unlike Snort and Bro, Jaal
is meant to be an IDS system that can be deployed on ISP-scale networks whereas snort and bro can
only be used efficiently on enterprise networks. Consequently, to ascertain the effectiveness of Jaal, it
was essential to test it on ISP-scale networks. ISP networks are generally composed on hundreds of
backbone routers and present some obvious challenges when one wants to test a system meant to be
deployed at that scale. The UCR SDN-testbed was essential in enabling testing at this scale. We do not
have actual hardware switches or routers that would enable bare-bones testing; however, the testbed is
powerful enough to support complicated topology emulations.



To set up more complicated topologies, as we did for Jaal, we instantiate the desired number of VM’s on
the servers as NF’s and then connect them using Open vSwitches (also instantiated on servers) that are
connected using virtual links. All of this usually orchestrated by the Ansible open source network
management tool (other tools can also be used). This process allows us to create any topology
configuration. For Jaal, we used publicly available ISP topologies as the blueprints for the topologies we
emulated on the testbed. The work resulted in a to appear in ACM CoNEXT 2017 [1]. The work is joint
with ARL Researchers.

NFVNice: NFVnice is a particularly useful scheduling framework to efficiently use the resources of COTS
hardware and software. Managing Network Function (NF) service chains requires careful system
resource management. NFVnice is a user space NF scheduling and service chain management
framework to provide fair, efficient and dynamic resource scheduling capabilities on Network Function
Virtualization (NFV) platforms. The NFVnice framework monitors load on a service chain at high
frequency (1000 Hz) and employs backpressure to shed load early in the service chain, thereby
preventing wasted work. Borrowing concepts such as rate proportional scheduling from hardware
packet schedulers, CPU shares are computed by accounting for heterogeneous packet processing
costs of NFs, I/0, and traffic arrival characteristics. By leveraging ‘cgroups’, a user space process
scheduling abstraction exposed by the UNIX (Linux) operating system, NFVnice is capable of controlling
when network functions should be scheduled. NFVnice improves NF performance by complementing the
capabilities of the OS scheduler but without requiring changes to the OS's scheduling mechanisms. We
developed NFVnice on the UCR SDN/NFV platform on top of OpenNetVM, our open source NFV
platform. Our controlled experiments show that NFVnice provides the appropriate rate-cost proportional
fair share of CPU to NFs and significantly improves NF performance (in terms of throughput and loss) by
reducing wasted work across an NF chain, compared to using the default OS scheduler. NFVnice
achieves this even for heterogeneous NFs with vastly different computational costs and for
heterogeneous workloads. A paper on NFVnice appeared in the prestigious and highly competitive ACM
Sigcomm 2017 networking conference [2].

SDN for cellular network support: The current cellular architecture and protocols are overly complex.
The ‘control plane’ protocol includes setting up explicit tunnels for every session and exchanging a large
number of packets among the different entities (mobile device, base station, the packet gateways and
mobility management entity) to ensure state is exchanged in a consistent manner. This limits scalability
of the cellular network. As we evolve to having to support an increasing number of users, cell-sites (e.g.,
5G) and the consequent mobility as well as the incoming wave of loT devices, a re-thinking of the
architecture and the control protocols is required. We developed CleanG, a simplified software-based
architecture for the Mobile Core Network (called the EPC) and a simplified control protocol for cellular
networks. Network Function Virtualization is expected to enable the dynamic management of capacity in
the cloud to support the core network of future cellular networks. In CleanG, we developed a simplified
protocol that substantially reduces the number of control messages exchanged to support the various
events, while retaining the current functionality expected from the network. CleanG, we believe will scale
better and have lower latency. We have implemented CleanG on top of our OpenNetVM platform
running on the UCR SDN/NFV testbed. We have published a paper in the CAN Workshop held in
conjunction with the ACM CoNext 2016 conference [3].

ML implementations on OpenNetVM: A final project that has just started is to implement Machine
Learning functions on the OpenNetVM platform. This is to explore in-network ML functionality that can
be used in a multitude of applications, including measurement and monitoring of network traffic as well
as low latency application support. We have implemented a first example of this for a home monitoring
application and have published a paper in the Machine Learning and Artificial Intelligence applications in
the network Workshop held in conjunction with IEEE ICNP 2017 [4].
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